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Purpose and Scope

We are dedicated to helping MLSs, regardless of size, improve market efficiency by
implementing best practices from leading MLSs and their business partners. This will
contribute to the success of MLSs and their subscribers. Our focus has shifted from
providing IT best practices to emphasizing outsourced technology relationships, which are

more relevant and beneficial to MLSs of all sizes. In today's digital era, it is crucial for
everyone, not just technical teams, to have a basic understanding of technology. This
guide provides knowledge for fostering healthy vendor relationships, protecting data,
streamlining operations, and achieving business objectives.

This guide will cover the relationship between MLS and vendor technology, evaluation
criteria, the usage of a consultant in the vendor evaluation and selection process,
ownership, development, deployment of technology, and release and testing acceptance.
Additionally, it will discuss MLS security information, including virus protection and system
monitoring. Finally, it will end with business continuity planning. Each section provides
practical advice and simple steps for immediate application, empowering you to navigate
technology confidently, enhance digital security, and improve technical workflows.
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The MLS & Vendor Technology
Relationship

Since the inception of the MLS in the residential real estate industry, we have always

depended on vendors to create and provide the technologies we use and support. MLSs
have consistently relied on vendor relationships to develop, deliver, maintain, integrate,
and support the technologies utilized to provide business systems for the MLS participants
and subscribers. Even when MLSs develop core technologies internally, they often depend
on vendor relationships to fill product gaps. They recognize that only some companies or
groups can create all the necessary technology options to serve the diverse population
that relies on access to MLS services.

Although MLS vendor relationships can have various dynamics, such as well-aligned
partnerships and cooperative competitive business arrangements, one goal should be to
align services to meet the needs of our shared customer. How these needs are met may
and should vary from one MLS to another. Consistency can align best practices across
competitive MLSs. The vendor evaluation process, structured requests for proposals,
contractual components, system acceptance testing, and adoption reporting are examples
of shared best practices among competitors that benefit the entire industry.

TYPES OF MLS VENDOR DEFINED

MLS vendors are critical in the real estate industry as third-party companies offer various
products and services. The MLS integrates these offerings to provide a comprehensive
business suite tailored to real estate professionals' diverse needs. These integrations
ensure that professionals have access to tools, enhancing their ability to serve their clients
effectively. Some examples are below.

e Primary Listing Platform

e Public Records

e Other Property Data (Neighborhood, Climate/Flood, etc.)

e Market Analytics

e Showing Management

e Offer Management

e Transaction Management

Technology Best Practices
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Vendor Evaluation

MLS needs a systematic process for evaluating and selecting vendors. There are multiple
potential vendors for each MLS solution. The goal is to avoid choosing vendors based
solely on product demonstrations. Often, the best option is missed because the
personality or expertise of an individual skilled in product demonstration and objection
handling influences the evaluation process. While these factors may play a role in the

decision, they should not be the primary selection criteria.

EVALUATION BASICS

Evaluating vendors is critical to choosing the right partner for your MLS and subscribers.
Some MLSs ask vendors to follow a structured application process. Below is an example to
follow when evaluating any vendor.

1. Define Your Requirements:
o Clearly outline the products or services you need.
o Determine your budget, timeline, and specific requirements.
2. Research Potential Vendors:
o Create a list of potential vendors through online searches, industry
recommendations, and networking.
3. Initial Screening:
o Review vendor websites, portfolios, and case studies.
o Check for relevant experience and expertise in your industry.
4. Request for Proposal (RFP) or Request for Information (RFI):
o Send out an RFP or RFl to a list of vendors.
o Include detailed questions about their capabilities, pricing, and terms.
5. Evaluate Proposals:
o Compare the proposals based on your predefined criteria.
o Look for clarity, completeness, and alignment with your needs.
6. Check References and Reviews:
o Contact references provided by the vendor.
o Look for online reviews and testimonials.
7. Conduct Interviews or Meetings:
o Schedule meetings with the top vendors to discuss their proposals.
o Assess their communication skills, responsiveness, and willingness to
collaborate.

Technology Best Practices
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8. Evaluate:
o Assess the quality, reliability, and performance.
9. Assess Financial Stability:
o Check the vendor's financial health to ensure they can sustain a long-term

partnership.
10.Negotiate Terms and Conditions:
o Discuss and agree on pricing, delivery schedules, payment terms, and service
level agreements (SLAs).
o Ensure all terms are documented in the contract.

CRITERIA FOR EVALUATING VENDORS

1. Quality:
o Quality of products or services offered.
o Compliance with industry standards and certifications.
2. Cost:
o Pricing structure and total cost of ownership.
o Flexibility in pricing and potential for cost savings.
3. Reliability:
o Track record of meeting deadlines and delivery schedules.
o Consistency in performance and service.
4. Experience and Expertise:
o Relevant industry experience.
o Technical expertise and qualifications.
5. Customer Service:
o Responsiveness and availability of support.
o After-sales service and support.
6. Scalability:
o Ability to scale services or products as your business grows.
o Flexibility to adapt to changing needs.
7. Cultural Fit:
o Alignment with your company's values and culture.
o Willingness to collaborate and build a long-term partnership.
8. Reputation:
o Market reputation and standing.
o Feedback from other clients and industry peers.
9. Compliance and Risk Management:
o Adherence to legal and regulatory requirements.

Technology Best Practices
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o Risk management practices and contingency plans.
10.Technology and Innovation:

o Use of modern technology and innovation in their processes.

o Ability to offer new and improved solutions.

Following some or all these steps and criteria, you can systematically evaluate vendors and
choose the best fit for your organization's needs.

UTILIZING A CONSULTANT IN THE VENDOR EVALUATION AND
SELECTION PROCESS

Using a consultant in the vendor evaluation and selection process can be highly beneficial
for several reasons. Here is where a consultant can add value.

1. Objective Perspective:

o Unbiased Evaluation: Consultants provide an impartial viewpoint, free from
internal biases and politics, ensuring a fair assessment of potential vendors.

o Expert Judgment: Their experience lets them objectively assess vendor capabilities
and match them with your needs.

2. Expertise and Experience:

o Industry Knowledge: Consultants often have deep knowledge of industry
standards and best practices, which helps evaluate vendors more effectively.

o Benchmarking: They can compare vendors against industry benchmarks and
standards, providing a clearer picture of their relative strengths and weaknesses.

3. Comprehensive Assessment:

o Structured Evaluation: Consultants use structured methodologies and criteria to
evaluate vendors, ensuring a thorough and systematic approach.

o Risk Analysis: They can identify potential risks and issues associated with each
vendor, helping to mitigate risks before making a decision.

4. Time and Resource Efficiency:

o Streamlined Process: Consultants can streamline the evaluation process, saving
time and resources by handling tasks such as vendor research, proposal analysis,
and reference checks.

o Focus on Core Activities: By outsourcing the evaluation process, your team can
focus on core business activities while the consultant manages the vendor selection.

5. Negotiation Support:

o Contract Negotiations: Consultants can assist in negotiating terms and pricing with

vendors, leveraging their experience to secure better deals.

Technology Best Practices
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o Vendor Management: They can help establish performance metrics and manage

vendor relationships to ensure service delivery meets your expectations.
6. Customized Solutions:

o Tailored Approach: Consultants can customize the evaluation process to fit your
needs and objectives, ensuring that the selected vendor aligns with your strategic
goals.

o Solution Alignment: They help ensure the vendor's solutions and services align
with your business and technological needs.

7. Change Management:

o Transition Planning: Consultants can assist with the transition process, helping to
integrate the new vendor into your operations smoothly.

o Training and Support: They can also provide training and support to ensure that
your team effectively adapts to new systems or processes introduced by the vendor.

8. Post-Selection Evaluation:

o Performance Monitoring: After selection, consultants can help monitor vendor
performance, ensure they meet contractual obligations, and deliver the expected
value.

IMPLEMENTATION STEPS

1. Define Requirements: Work with the consultant to clearly define your needs and
evaluation criteria.

2. Vendor Research: Allow the consultant to conduct initial research and identify
potential vendors.

3. Request for Proposal (RFP): Collaborate on crafting and issuing an RFP, if
applicable.

4. Vendor Assessment: Review the consultant’s analysis of vendor proposals,
capabilities, and references.

5. Selection and Negotiation: Engage in the selection process and negotiate terms
with the consultant’'s guidance.

6. Integration and Monitoring: Implement the chosen vendor with the consultant’s
support and monitor performance.

Using a consultant in the vendor evaluation and selection process can ultimately lead to
more informed decisions, better vendor relationships, and improved overall outcomes for
your organization.

Technology Best Practices
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REQUEST FOR PROPOSAL

Another method to start the vendor evaluation process is to clearly define what the MLS
wants via a request for proposal. With this method, the MLS typically controls the process
from start to finish by tailoring the conversation and limiting it to a selected group of
potential vendors. The proposal part of a request for proposal infers a question: for what?
Any RFP has three primary sections:

1. Who We Are: A description of the MLS and everything the MLS believes the
successful vendor will need to know to play a crucial role in the project.

2. Who They Are: This is a request for information about the proposing vendor and
everything the MLS wants to know about them, highlighting the potential benefits
for the MLS and how they will contribute to the project.

3. What We Want: A detailed definition of the MLS's needs, including a list of
immovables focusing on the results and outcomes.

The third requirement is the hardest but requires only one thing: clear knowledge of what
the MLS wants to have when the project is complete. This means that the MLS staff must
lead an organized process. There are many ways to do this, but it is a step you cannot skip.
Once the outcomes are clear, stakeholders must agree on the metrics that will define
success. How will we know we are done? How will we know we did a good job? That is the
reason for the RFP, which helps ensure success and helps MLS staff explain past decisions
to new leadership.

TECHNICAL CONTRACTUAL COMPONENTS

Technical contract components are often overlooked or misunderstood. However, they are
equally important as price and term. Understanding these areas of technology are
essential to ensuring an equitable contract in the technology arena.

1. Use of Client Data: Client data refers to information collected about individuals or
MLS subscribers. The data can be personal information, financial, demographic,
account information, etc.

Questions to Ask:

Technology Best Practices
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What are you allowing the vendor to do with client data? What safeguards does the
vendor need to have in place to protect client data?

Disaster Recovery: This is the process of retrieving inaccessible, lost, corrupted,
damaged, or formatted data, and is a crucial aspect of data management. It
provides a sense of security and reassurance, especially for MLS subscribers who
rely on data daily.

Questions to Ask:

How much time is permitted for a vendor to recover from system failure? What is an
acceptable loss of data during a system failure/recovery? How much time does a
vendor need to recover from failure? What is defined as full recovery?

Security: Data security, the measures and practices implemented to protect digital
information, is of utmost importance. It provides a sense of protection and security,
ensuring data confidentiality, integrity, and availability. By implementing
comprehensive data security measures, organizations can protect their sensitive
information, maintain customer trust, and comply with legal and regulatory
requirements.

Questions to Ask:

How will your data be secured? Do you require any security standards/certifications?
What is your right to audit?

4 User-Generated Content (UGC): User-generated content refers to any form of
content—such as text, images, videos, reviews, and social media posts—created and
published by subscribers.

Questions to Ask:

Who owns UGC? How can it be used?

Intellectual Property (IP): Intellectual property (IP) refers to creations for which
exclusive rights are recognized and legally protected. These creations can include
literary and artistic works, designs, symbols, names, and images.

Questions to Ask:

Is the MLS and vendor IP clearly defined? Does the MLS have any usage restrictions
or restrictions on the use of vendor IP?

Technical Integrations: Technical integrations connect different software systems,
applications, or services to work together seamlessly. These integrations enable the
exchange of data and functionalities between disparate systems, allowing them to
function as a cohesive unit and improving efficiency, productivity, and user
experience.

Questions to Ask:

What requirements are placed upon the vendor regarding integrations with other
technologies? Is the vendor required to support third-party integrations?

Technology Best Practices
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7. System Uptime: System uptime is when a computer system, server, or network has

continuously been operational without interruptions or downtime. Measuring a
system's reliability and stability is critical, often expressed as a percentage of total
time over a specific period. The commonly referenced standard uptime for the

technology industry is five nines or 99.999%. However, the typical contract

negotiated for MLS technology is far less on average, often falling below two nines

or 99%.
Availability % | Downtime/Year | Downtime/QTR | Downtime/Month | Downtime/Week | Downtime/Day
90% (one 36.53 days 9.13 days 73.05 hours 16.80 hours 2.4 hours
nine)
95% (one 18.26 days 4.56 days 36.53 hours 8.4 hours 1.2 hours
nine five)
97% (one 10.96 days 2.74 days 21.92 hours 5.40 hours 43.2minutes
nine seven)
98% (one 7.31 days 43.86 hours 14.61 hours 3.36 hours 28.8 minutes
nine eight)
99% (two 3.65 days 21.9 hours 7.31 hours 1.68 hours 14.4 minutes
nines)
99.9% (three | 8.77 hours 2.19 hours 43.83 minutes 10.08 minutes 1.44 minutes
nines)
99.999 (five | 5.26 minutes 1.31 minutes 26.3 seconds 6.05 seconds 864
nines) milliseconds

https://en.wikipedia.org/wiki/High availability

Questions to Ask:
What is the appropriate uptime for your MLS? Is 99.9% an industry standard in many
technology industries appropriate for this technology?

8. Technical Reporting: Technical reporting involves creating and disseminating
detailed documents and presentations that explain technical information clearly and
accurately.

Questions to Ask:

What type(s) of technical reports should the vendor provide, and what information is
required? System issues reporting, bug fixes, improvements deployed, usage
metrics, etc.

Technology Best Practices
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Owning, Developing, and Deploying
Custom Technology

While this document mainly focuses on the licensed technology relationships between
MLS and vendors, it's important to recognize the efforts made by MLSs who have opted for
unconventional paths. Although some MLSs have a rich history of developing their
software, it's only in recent years that MLSs have established the necessary partnerships
and business elements to actively participate in the market as both an MLS and a vendor of
MLS technologies.

The rise in MLS-owned, supported, and sold technologies can be attributed to several key
factors:

Enhanced Control and Customization
e Tailored Solutions: MLS organizations can develop and offer technology solutions
tailored to their subscribers' unique needs and workflows.
e Direct Oversight: Owning and supporting technology allows MLSs to have greater
control over the features, quality, and performance of the systems they provide.

Revenue Generation
e Additional Revenue Streams: By developing and selling technology, MLSs can
create new revenue streams, diversifying their income beyond traditional
subscription fees.

Integration and Efficiency:
e MLS-owned technologies can be designed to integrate seamlessly with existing MLS
systems, providing a more cohesive user experience.
e Streamlined Processes: MLSs can implement technology that optimizes workflows,
data management, and user interactions, improving overall efficiency for real estate
professionals.

Improved Data Management
e Centralized Data Control: MLSs have direct access to and control over the data,
ensuring better data integrity, security, and consistency.
e Enhanced Analytics: MLSs can develop advanced analytics and reporting tools that
leverage their data, providing subscribers with valuable insights and market trends.

Support and Training

Technology Best Practices
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e Comprehensive Support: MLSs can offer dedicated support and training for their
technologies, ensuring subscribers can effectively utilize the tools and services
provided.

Adaptability and Innovation

e Rapid Innovation: MLSs can quickly adapt and innovate their technologies based on
feedback and emerging industry trends.

e Custom Features: MLSs can develop and implement custom features and
functionalities that address the specific needs and challenges of their subscribers.

In summary, the rise in MLS-owned, supported, and sold solutions embrace an elevated
desire for greater control, revenue opportunities, efficiency, data management, and/or
member focused technologies. It allows MLSs to provide tailored, integrated, and
innovative solutions while maintaining high data security and compliance standards.

Technology Best Practices
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Best Practices for MLS Technology
Development

Developing technology for an MLS involves addressing various challenges and
incorporating best practices to ensure the system is efficient, reliable, and user-friendly.

Here are some best practices for MLS technology development:

User-Centric Design:
e Understand Needs: Engage with real estate professionals, agents, and brokers to
understand their workflows, pain points, and needs.
e Intuitive Interface: Design an interface that is easy to navigate and minimizes the
learning curve for users.

Data Integrity and Accuracy

e Standardize Data Formats: Use standardized property data formats to ensure system
consistency.

e Implement Validation Rules: Incorporate checks and validations to minimize errors
and maintain high data quality.

e Regular Audits: Conduct regular data audits to ensure accuracy and completeness.

Scalability and Performance

e Modular Architecture: Design a modular system for easy updates and scalability.

e Optimize Performance: Ensure the system can handle large volumes of data and
user activity without performance degradation.

e Load Testing: Regularly perform load testing to identify and address potential
bottlenecks.

Security and Compliance

e Data Protection: Implement strong encryption for data storage and transmission.

e Access Controls: Ensure that only authorized users have access to sensitive
information.

e Regulatory Compliance: Compliance with relevant regulations such as GDPR, CCPA,
and other local data protection laws.

Technology Best Practices
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Integration Capabilities
e APl Support: Provide APIs to integrate other systems and third-party applications
easily.
e Interoperability: Ensure compatibility with various MLS systems and real estate
software platforms.

Customizability and Flexibility
e Configurable Features: Allow subscribers to customize features and workflows
according to their needs.
e Adaptive Layouts: Support responsive design for different devices and screen sizes.

Advanced Search and Filtering

e Robust Search Functions: Implement advanced search capabilities with various
filters to help users find relevant properties quickly.

e Search Optimization: Use indexing and search optimization techniques to improve
search speed and accuracy.

Analytics and Reporting
e Real-Time Data: Provide real-time analytics and reporting tools to help users make
data-driven decisions.

e Custom Reports: Subscribers can generate custom reports based on specific criteria
and metrics.

Training and Support

e Comprehensive Documentation: Provide detailed documentation and user guides.

e Training Programs: Offer training sessions and resources to help users get the most
out of the system.

e Responsive Support: Ensure customer support is readily available to address issues
or questions.

Continuous Improvement
e Gather Feedback: Regularly solicit feedback from users to identify areas for
improvement.
e [terative Development: Adopt an iterative development approach to continually
enhance the system based on user feedback and evolving needs.
e Stay Updated: Keep abreast of technological advancements and industry trends to
incorporate relevant innovations.

Technology Best Practices
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Adhering to these best practices allows MLS technology to be developed to meet the
needs of its subscribers while ensuring reliability, security, and efficiency.

Release Testing and Acceptance
Guidelines

Release Testing and Acceptance are critical phases in the software development lifecycle.
They ensure the technology meets the standards and requirements before going live. Here
are Best Practices for Release Testing and Acceptance.

PLANNING AND PREPARATION

¢ Define Acceptance Criteria: Document the software's criteria to be considered
acceptable. This includes functional requirements, performance benchmarks, and
compliance standards.

e Develop a Test Plan: Create a comprehensive test plan outlining the scope,
objectives, resources, schedule, and testing strategy.

TESTING PHASES

¢ Unit Testing Objective: Test individual components or modules in isolation.

¢ Integration Testing: Verify that different modules or services work together as
expected.

e System Testing: Validate the complete and integrated software system against the
specified requirements.

e Acceptance Testing: Confirm That the Software meets requirements and is ready for
deployment.

e Performance and Load Testing: Ensure that the software performs well under
expected and peak loads.

e Security Testing: Identify and address potential security vulnerabilities.

¢ Usability Testing: Assess the software’s ease of use and user experience.

IMPLEMENTATION PHASES

e Documentation and Training: Ensure documentation and training materials are
complete and helpful.

¢ Release Preparation: Prepare for a smooth and controlled release.

¢ Post-release Activities: Monitor and support the software after release.

Technology Best Practices
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Basic MLS Technical Security Information

Beyond licensed and developed technologies, the MLS needs a basic understanding of
additional technical business aspects.

PASSWORDS

Password security is crucial for MLS systems due to the sensitive nature of the data they
handle. Here are some basic password security protocols to ensure the protection of user
accounts and data:

1. Strong Password Requirements

» Length: Require passwords to be 8-12 characters long.

o Complexity: Mandate a mix of uppercase letters, lowercase letters, numbers, and
special characters.

o Avoid Common Passwords: Avoid using easily guessable passwords like
"password123" or "123456."

2. Password Expiration and Rotation

o Expiration: To minimize the risk of compromised passwords, set a reasonable
expiration period for passwords (e.g., every 60-90 days).

» Rotation: Enforce a policy where users must choose a new password after
expiration. Avoid requiring frequent changes without cause, as this can lead to
weaker passwords.

3. Account Lockout

o Lockout: Implement account lockout mechanisms after a certain number of failed

logins attempts to prevent brute-force attacks.
4. Multi-Factor Authentication (MFA)

e Enable MFA: Require or offer multi-factor authentication to add a layer of security
beyond passwords.

5. Secure Password Recovery

o Verification: Implement robust verification processes for password recovery, such as
email or SMS verification codes.

o Security Questions: Use security questions that are not easily guessable or avoid
them in favor of more secure methods.

7. Encryption

e Transmission: Encrypt passwords between clients and servers during transmission.

o Storage: Ensure any sensitive data related to passwords is also encrypted in storage.
8. User Education

Technology Best Practices
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e Awareness: Educate users on creating strong passwords and the importance of

password security.
o Phishing: Create a guide to help subscribers recognize and avoid phishing attacks
that could compromise passwords.
9. Regular Security Audits
o Review: Conduct regular security audits and vulnerability assessments to identify
and address potential weaknesses in password security.
o Updates: Keep security protocols and software up to date to protect against new
threats and vulnerabilities.
10. Session Management
o Timeouts: Implement automatic session timeouts after inactivity to prevent
unauthorized access from unattended devices.
e Logout: Ensure that users can easily log out of their accounts and that sessions are
invalidated on logout.
11. Logging and Monitoring
e Audit Logs: Maintain logs of authentication events and password changes for
monitoring and forensics.
o Alerts: Set up alerts for unusual login activity, such as multiple failed login attempts
or logins from unfamiliar locations.

Password security is fundamental to protecting personal and organizational data from
unauthorized access and cyber threats. By implementing strong password practices and
promoting awareness, organizations can significantly reduce their risk of security breaches
and maintain the confidentiality and integrity of their information.

EMAIL SECURITY

Email security is critical for protecting sensitive information, preventing unauthorized
access, and maintaining cybersecurity. Here are key best practices and protocols for
ensuring robust email security:
1. Use Strong Authentication
o Multi-Factor Authentication (MFA): Implement MFA for accessing email accounts to
add an extra layer of security beyond just a password
e Strong Passwords: Ensure passwords are strong, unique, and regularly updated.
Encourage or enforce complex passwords that include a mix of letters, numbers,
and special characters.
2. Secure Email Transmission

Technology Best Practices
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e Encryption: Use encryption protocols to protect email content during transmission.

Implement:
3. Protect Against Phishing

o Education and Awareness: Regularly train users to recognize and avoid phishing
scams. This includes not clicking on suspicious links or attachments and being wary
of unexpected email requests for sensitive information.

o Email Filtering: Implement email filters that detect and block phishing attempts and
other malicious content before they reach users’ inboxes.

4. Implement Secure Email Practices

o Email Filtering: Use anti-spam and anti-malware filters to screen incoming and
outgoing emails for malicious attachments or links.

o Attachment Security: Scan email attachments for malware and ensure that
executable files or other potentially harmful attachments are blocked or handled
cautiously.

o Link Protection: Employ link protection tools that scan and warn users about
malicious URLs within emails.

5. Secure Email Storage

o Data Encryption: Encrypt emails and attachments stored on servers or devices to
protect them from unauthorized access.

e Access Controls: Restrict authorized personnel access to email servers and storage
systems.

6. Regularly Update and Patch

o Software Updates: To protect against known vulnerabilities, keep email clients,
servers, and related software updated with the latest security patches and updates.

o Operating Systems: Ensure that the operating systems on which email servers and
clients run are regularly updated.

7. Backup and Recovery

e Regular Backups: Perform regular email data backups to protect against data loss or
corruption.

o Recovery Plan: Have a recovery plan to restore email data in case of a breach or
disaster.

8. Monitor and Audit

« Logging: Maintain logs of email activities, including login attempts, message
transfers, and administrative changes.

e Monitoring: Use monitoring tools to detect and respond to unusual email activity or
potential security breaches.

e Audits: Conduct regular security audits and vulnerability assessments of email
systems to identify and address potential weaknesses.

Technology Best Practices
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Implementing these practices can enhance email security, reduce the risk of breaches, and
protect sensitive information communicated via email.

MLS Example:

MLSListings uses Mimecast to scan incoming and outgoing emails for malicious
attachments and URLs. It also blocks phishing and impersonation emails. When an email
contains a URL, Mimecast rewrites and scans it in real time to ensure its safety upon
opening.

VIRUS PROTECTION

Virus protection is a crucial aspect of cybersecurity for individual users and MLSs. Effective
virus protection strategies help prevent, detect, and respond to malware threats, including
viruses, trojans, worms, and other malicious software. Here's a guide to virus protection:
1. Use Reputable Antivirus Software
o Choose Reliable Software: Select well-known antivirus programs from reputable
vendors that provide comprehensive protection and regular updates.
e Regular Updates: Ensure the antivirus software is updated to recognize and protect
against the latest threats.
e Real-Time Scanning: Enable real-time scanning to detect and block malicious
activities as they occur.
2. Enable Automatic Updates
o Operating System: Keep your operating system updated with the latest security
patches and updates.
o Software: Ensure that all installed applications and antivirus programs are updated
to their latest versions.
o Browser: Keep web browsers and browser plugins up to date to protect against
vulnerabilities that malware could exploit.
3. Implement Multi-Layered Security
o Firewall: A firewall monitors and controls incoming and outgoing network traffic,
blocking malicious connections.
o Anti-Malware Tools: For an extra layer of protection, consider using anti-malware
tools in addition to antivirus software.
« Sandboxing: Use sandboxing techniques to run suspicious files or applications in a
controlled environment to prevent them from affecting your system.
4. Practice Safe Browsing and Email Habits

Technology Best Practices
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e Avoid Suspicious Links: Be cautious with links in emails, social media, or websites.
Avoid clicking on unknown or suspicious links.
o Download from Trusted Sources: Download software and files from reputable
sources and verified websites.
e Email Attachments: Be wary of email attachments, especially from unknown senders.
Scan attachments with antivirus software before opening.
5. Regular Scans and System Maintenance
o Full Scans: Perform regular full system scans to detect and remove hidden malware.
e Scheduled Scans: Set up scheduled scans to ensure regular examination of your
system for potential threats.
o System Clean-Up: Regularly clean up temporary files, browser caches, and other
unnecessary files that may harbor malware.
6. Backup Your Data
e Regular Backups: Implement a robust backup strategy, including regular backups of
important data to an external hard drive or cloud storage.
o Verify Backups: Periodically test backups to ensure they can be restored successfully
in case of data loss or infection.
7. Implement User Access Controls
o Least Privilege: Operate under a principle of least privilege by ensuring users have
only the permissions they need. Avoid using administrator accounts for routine
tasks.
o Separate Accounts: Use separate user accounts for daily activities and administrative
tasks to limit the impact of potential infections.
8. Secure Network Connections
e Use VPNs: Employ Virtual Private Networks (VPNs) to encrypt network traffic and
protect against network-based attacks.
o Secure Wi-Fi: Use strong, unique passwords for Wi-Fi networks and enable WPA3
encryption to secure wireless communications.
9. Educate Users
o Training: Provide regular cybersecurity training to employees or users to raise
awareness about phishing, social engineering, and safe computing practices.
o Updates: Keep users informed about new threats and best practices for avoiding
malware.
10. Incident Response Plan
e Response Procedures: Develop an incident response plan to quickly address
malware infections or breaches. This plan should include steps for containment,
eradication, and recovery.
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e Reporting: Establish procedures for reporting suspected malware infections or
security incidents to appropriate personnel or authorities.
11. Secure Software Development Practices
o Code Reviews: For developers, conduct regular code reviews and security testing to
identify and fix vulnerabilities in applications.
o Security Patches: Promptly apply security patches and updates to software and
systems to address known vulnerabilities.

Integrating these virus protection measures can significantly enhance your defense against
malware and other cyber threats, ensuring a safer computing environment.

MLS Example
MLSListings uses ESET for endpoint and server antivirus.

Business Continuity Planning

Business Continuity Planning (BCP) is creating systems of prevention and recovery to deal
with potential threats to a company. BCP aims to ensure that personnel and assets are
protected and can function quickly in a disaster. Here are the key steps and components
involved in Business Continuity Planning:

KEY STEPS IN BUSINESS CONTINUITY PLANNING

1. Risk Assessment
o ldentify Threats: Determine potential threats, including natural disasters,
cyber-attacks, equipment failures, and human errors.
o Evaluate Impact: Assess the impact of these threats on business operations,
financial performance, and reputation.
2. Business Impact Analysis
o ldentify Critical Functions: Determine which business functions are essential
for the organization’s survival.
o Assess Dependencies: Understand the dependencies between different
departments and functions.
o Estimate Downtime: Calculate the maximum acceptable downtime for each
critical function.
3. Develop Recovery Strategies
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o Resource Requirements: Identify the resources (personnel, technology,
facilities) needed to support critical functions.
o Alternative Work Locations: Plan alternate work locations in case primary
locations are unusable.
o Backup and Recovery: Establish data backup procedures and recovery
strategies.
4. Plan Development
o Document Procedures: Develop detailed procedures and protocols for
responding to disruptions.
o Communication Plan: Create a communication plan to keep stakeholders
informed during a disruption.
o Assign Roles and Responsibilities: Define roles and responsibilities for
executing the BCP.
5. Testing and Training
o Conduct Drills and Exercises: Regularly test the plan through drills and
simulations to identify gaps and improve procedures.
o Train Employees: Ensure all employees are trained in their roles and
responsibilities within the BCP.
6. Plan Maintenance
o Regular Updates: Review and update the BCP regularly to reflect changes in
the business environment, technology, and personnel.
o Continuous Improvement: Use lessons learned from tests and events to
improve the BCP.

KEY COMPONENTS OF A BUSINESS CONTINUITY PLAN

1. Business Continuity Policy: Outlines the organization’s commitment to business
continuity and provides a framework for the BCP.

2. Incident Response Plan: Details the immediate response actions to take in the
event of a disruption.

3. Crisis Management Plan: Describes how the organization manages and
communicates during a crisis.

4. Disaster Recovery Plan: Focuses on restoring IT systems and data after a
disruption.

5. Recovery Teams: Lists the teams responsible for executing the BCP and their
specific roles.
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Communication Strategies: Defines how to communicate with employees,
customers, suppliers, and other stakeholders during a disruption.

. Contact Information: Includes contact details for key personnel, emergency

services, and external partners.

BENEFITS OF BUSINESS CONTINUITY PLANNING

Minimized Downtime: Reduces the duration and impact of disruptions on business
operations.

Enhanced Resilience: Improves the organization’s ability to withstand and recover
from adverse events.

Customer Confidence: Maintains customer trust and loyalty by demonstrating
preparedness and reliability.

Regulatory Compliance: Helps meet legal and regulatory requirements for
business continuity and disaster recovery.

Financial Protection: Reduces financial losses associated with disruptions.

Business Continuity Planning is essential for MLSs to continue operating and serving their

subscribers in the event of unexpected events.

MLS Listing Technical Best Practices Basic

Glossary:

Access Applications: When the user tries to access other applications or services,
the SSO service uses the token to verify their identity, granting access without
requiring additional logins.

Al: Artificial Intelligence is a term used to describe a broad set of software
techniques that include large language models (LLMs), image tagging, and other
technologies.

API: Application Programming Interface is a technical term for transmitting data
from one computer to another. It replaces an old method called RETS.
Authentication: Authentication is the process of verifying the identity of a person or
device to ensure they are who they claim to be. Forms of Authentication could be a
username and password, a security token, a PIN, a biometric, etc.
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o Authorization: Authorization is the process of determining what an individual is

allowed to do after they have been authenticated. Access rights are typically based
on the user role or membership type.

o Business Rules: Business rules built into an application are the software's guidelines
and logic for performing tasks, making decisions, and processing data in
accordance with the business's policies and procedures.

o Cloud Technologies refer to services and resources like storage, computing power,
and software provided over the Internet. You can access and use these resources
remotely instead of owning and managing physical hardware or software. Examples
of providers are AWS, Google Cloud, and Microsoft Azure.

» Data Dictionary: A data dictionary is a centralized repository of information about
data, typically used in databases and information systems. It details a system's
structure, relationships, and data usage. A dedicated RESO data dictionary
workgroup defines standard real estate terminology.

« Data Integrity refers to data accuracy, consistency, and reliability. It ensures that
data is protected from corruption, unauthorized access, and unauthorized
modification. Data integrity often involves implementing security measures, data
validation rules, backup strategies, and regular audits.

» Field Mapping: Field Mapping is the process of matching a field in one database
with its counterpart in another, usually to create a merged copy of two or more
databases. MLS staff and vendors often do this when one MLS shares data with
another. Data professionals refer to the process as ETL: Extract, Transform, and
Load, describing the three actions usually required to complete field mapping.

e IDX: Internet Data Exchange is a license agreement by which MLS Subscribers
agree to receive confidential MLS data for sharing with Consumers under certain
conditions. Those conditions require that IDX sites follow rules regarding data
display and disclosure.

o Front End of Choice: When MLSs offer a "front end of choice," it means they
provide flexibility in how users access and interact with their MLS data. This concept
allows real estate professionals to select their preferred front-end technology or
interface to interact with the MLS system. This flexibility allows MLSs to cater to
different user needs and preferences, ensuring that real estate professionals can
work with the data in a way that best supports their workflow and business
requirements.

o Metadata: Metadata is information that describes the MLS system; essentially, it is
"data about data." It is a crucial component of data feeds because it allows vendors
to understand MLS systems in advance. Metadata includes the MLS system's tables'
names, data types, field lengths, and other relevant attributes.
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o Multi-Factor Authentication (MFA): Multi-Factor Authentication (MFA) is a security
process that requires users to provide two or more verification factors to access a
system, application, or account. It's designed to enhance security by adding an extra
layer of protection beyond just a username and password. Examples of additional
forms of authentication could be a code sent via SMC or email, biometrics such as a
fingerprint, an authenticator app, etc.

o Open ID Connect: This is a newer protocol to facilitate SSO. Like SAML, OpenlID
Connect makes logging into various websites and applications more accessible and
safer using just one account.

o RESO: The Real Estate Standards Organization is an industry group that defines
property data and how it is transported. Defining terms increases transparency and
accuracy within and across markets while defining transport helps build efficiencies.
Find out more at www.reso.org. Triangle is a member of the organization, promotes
the RED-B education track, and regularly sponsors RESO events.

o RETS: The Real Estate Transport Standard is a transport protocol for moving real
estate data that generally replaced an older format called FTP or SFTP. RETS is a
version of XML and was the basis for early data sharing between MLSs and IDX
licensees. By nature, RETS is a batch process that syncs data on a pre-programmed

schedule to retrieve data updates from the MLS.

e SAML, which stands for Security Assertion Markup Language, is an open standard
for exchanging authentication and authorization data between parties, specifically
between an identity provider (IdP) and a service provider (SP). It is widely used to
facilitate Single Sign-On (SSO) for web applications and services. It is an older
technology, and many new vendors do not support it.

e Sprint: Typically, two weeks on a project calendar.

e SQL - Structured Query Language manages and interacts with databases.

e SSO: Single Sign-On (SSO) is an authentication process that allows a user to access
multiple applications or services with a single set of login credentials (typically a
username and password). SSO streamlines the user experience by eliminating the
need for multiple logins for different applications and enhances security by
reducing the number of passwords users need to manage.

« Token Generation: The SSO service generates a token or ticket containing the
user's authentication details upon successful authentication.

» Session Management: The SSO service manages the user's session across multiple
applications, ensuring they can seamlessly navigate between services as long as the
user remains authenticated.

o User Acceptance Testing (UAT) is the final phase of the software testing process. In
this phase, the system's intended users test the software in real-world scenarios to
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verify whether it meets their requirements and works as expected. UAT ensures the

software is ready for deployment and use in a production environment.

o User Authentication: The user logs in once with their credentials through an SSO
service.

« RESO Web API: Alternative to RETS An Application Programming Interface (API) is a
set of rules and protocols that allows different software applications to
communicate. APIs define the methods and data structures developers can use to
interact with external systems, services, or libraries. They serve as an abstraction
layer, enabling developers to use certain functionalities of a software component
without understanding its internal workings.

Conclusion

As technology continues to shape the future of MLS and the greater real estate industry,
adopting best practices is no longer optional—it's essential for maintaining efficiency,
security, and innovation. This guide has outlined key strategies for building strong vendor
relationships, evaluating technology solutions, and ensuring security and business
continuity. By implementing structured vendor evaluations, maintaining robust security
protocols, and embracing innovative technology development, your organization can
enhance its operations and provide better services to subscribers.

To put these best practices into action right away, you can focus on a few key areas:
strategic vendor partnerships, proactive security measures, and future-ready
technology development. Establishing clear evaluation criteria and structured vendor
selection processes ensures that MLSs work with the right technology partners.
Strengthening cybersecurity through password policies, email security, and virus
protection safeguards sensitive data. Finally, investing in scalable, flexible, and user-
friendly technology solutions ensures MLSs remain competitive and adaptable in a rapidly
evolving industry.

By committing to these principles, you can help create a more efficient, secure, and
forward-thinking ecosystem that benefits not only their organizations but also the real
estate professionals and consumers they serve. The path forward is one of continuous
learning and adaptation—leveraging these best practices will help MLSs navigate the
challenges and opportunities with confidence.
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